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2m vavtihokn Blopnyavie, Topd T SIpopeES TPOOTAOEIES EKGLYYPOVIGHOD TTOV
&yovv yivel Ta televtaia ypovia, Eva onuavtikd HEPOS TV eyyplowv eEakolovdel va
OlOKIVEITOL PE TNV TOPASOCIOKT EVTLMN HOPON, KLpimG AOY® OvNoLYIOV TOV
vrdpyovv oto Bépa g acedietag. H teyvoloyia Blockchain épyetat vo anotedéoet
TOV OULVOETIKO 10TO UETOEL TNG VTAPYOLCOS KOl TNG MEAAOVIIKNG KOTAGTOONG,
TPOGHETOVTOC PACIKA YOPAKTNPIGTIKE, OTOC 1) EUTIGTOGVVI, 1) SOPAVELD, T) AUCPAAELNL
Kot M pelowon tov koéotove. QoTOG0, VD EYovv TpoypaToronfel moAAEG peAéteg
GYETIKA pe TN Ve avTn TEXVoLoYia Ta TeEAEVTain Y pdVia, o PiiAoypapio dev vTapyEt

L0 OAOKANPOUEVT] EPELVA GYETIKA LE TN GYECT] TNG VOLTIMOKNG Bropmnyoviog Kot Tov

blockchain. Avti 1 dtatpPn}, GTOYXEVEL VO YEQUPADGCEL WTO TO KEVO, £0TIALOVTOG OE
Tpeic kuping Pacikovg aEoves. [lpmtov, Ba Tapovoidcst Ty Texvoroyio pe amAd Kot
Katavontd Tpomo Kot Bo Tpocdlopicet Tig dtadkacieg TG VOLTIAMOKYG Propnyoviog

OV UTOPOVV Vo, ETOPeANBoVV amd 1o blockchain. X1 cuvéyeta, Ba Tapovcidoet Tig

O ONUOVTIKEG TTEpITTMoElg xpriong blockchain mov ypnowonolovvion onpuepa kot Oo

avOADGEL TO X OPOKTNPLOTIKAE TOVG. TEAOC, Ba petpnBel v mbavotnTa vVicBETnoNG TOL
blockchain am6 v EAAnvik vovtidoky fropmyovio

o Tovg oKomohg TG €PEVVOC, KOTUCKELAGTNKE £VOL EAAPPMG TPOTOTOUUEVO
LOVTEAO TNG KAOGIKNG EVOTOINUEVIS Bewplag amodoyns Kot ¥pnons g texvoroyiog
(UTAUT). To povtéro, ektiundnke ypnoyomoidviag T HEB0do T YPOUMKNG
TOAVOPOUNONG KOl TO OOTEAEGHATO TOL TPOEKLYAY Lo Oglyvouv v mtpobeon
vwoBétnong g teyvoroyiag blockchain and v EAAnvikn vavtidaxn Bropnyovio
kabdg ko 1o eminedo efowkeimong TV @opéwv g EAAMVIKNG vauTiAokng
Bopunyavioag pe to blockchain. Ta mopomdve epevvnrikd amoteAéopoTo Kot
TANPOPOPIEG UTOPOLV VA YIVOUV €va CMUOVTIIKA 1oYLPpO epYareio mov pmopel va

ypnowonombel yio Tov oTpatnyIKd oYedlocpHd Kol T Yapacn Tov HEAAOVTIKO
OPALATOG TNG EAANVIKNG VOLTIAMOKNG Propmnyoviog

AéEarg khewnd: Blockchain, DLT, vavtihiaxn fropnyavia, UTAUT
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Abstract

Shipping is one of the most traditional industries in the world and despite the various
efforts that have been made to modernized it in the recent years, significant part of the
documents exchanged still have the traditional paper form, mainly due to security
concerns. Blockchain technology will act as the connective tissue between the existing
and the future status, by adding to this transition essential features such as trust,
transparency, security and cost reduction. However, while many studies on this new
technology have been conducted in recent years, the literature on the relationship
between maritime industry and blockchain does not report an integrated research case.
This thesis, therefore, aims to bridge this gap, mainly focusing on three main axes.
Firstly, the technology will be presented in a simple and understandable way and the
processes of the maritime industry that can benefit from the blockchain will be
identified. Subsequently, the most important use cases of blockchain platforms that are
used today we will be illustrated and their characteristics will be analyzed. Finally, the
likelihood of adoption of the blockchain from the Hellenic shipping industry will be

measured.

For the purpose of the thesis, a slightly modified model of the classic Unified Theory
of Acceptance and Use of Technology (UTAUT) was constructed. The model, which
was developed was then estimated using the Linear Regression Analysis method, and
the results that emerged show us the intention of the blockchain technology adoption
by the Hellenic shipping industry, as well as the familiarization level of the Hellenic

shipping stakeholders with the blockchain.

The above research results and information can become a significantly powerful tool

to be used for the strategic planning and future vision of the Hellenic shipping industry.

Key-words: Blockchain, DLT, Maritime industry, UTAUT.
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1.0 Introduction

At the time of interconnection, the need to adapt to changes, created in the external
environment by new technologies, is becoming increasingly important for the survival
of business sector. It needs to be transformed from the traditional form into automated
businesses absorbing new data. Human resources play a key role in this new digital
business form and employees can have a huge impact on the ecosystem of business so
as to have a competitive advantage in the market. The way in which employees and
the industry are adapted, lies in the concept of dynamic capabilities, which was first
mentioned by David J. Teece (1997) and applied by Eisenhardt on technological
changes in 2000. The concept of absorbing capacity is important for the full adaptation

of the industry to new technologies. Technologies such as Blockchain with a variety
of applications (Cryptocurrencies, Stable coins

loT applications, Decentralized
Autonomous Organizations) came into our society in order to change the daily routine
and the traditional form of business processes
All of the above technologies will have a use in an industry that will change
dramatically in the following 10 years and this is the Maritime Industry. The Maritime
Industry is the most traditional form of business industry, governed by rules of trust
procedures, and communication that follows a traditional operational way (e.g. email
has become the main communication tool over the last 5 years). Something similar to
maritime tradition form applies to the public sector and organizations that retain a
traditional form of procedures. The difference between these sectors is that the

Maritime Industry wants to make a fully autonomous operation system (i.e. vessels
that will be unmanned with tons of freight sailing on the oceans)

The shipping industry is the most important transport industry by transferring more
than 90% of goods in global transport and the Hellenic seagoing maritime industry
carries almost the 20% of the worldwide cargo transported, while it owns 8,7% of the

world fleet and 17,8% of the Dead-weight tonnage (UNCTAD, 2019), being a lead

country based industry on the global maritime map. Therefore, the adaptation of the

——
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Greeks to new technologies is what is needed in order for their application to be

enforced within the business activities of the companies.

Already corporate giants such as IBM and MAERSK, apply Blockchain Technology
with the introduction of TRADELENS but corresponds to a broader supply chain
process and not purely shipping activity (Charter parties, Bill of lading).

When implementing technology, it is important not to forget the need for governmental
participation with the IMO to be an important organization overseeing the processes
and could exist in any internal channel transaction or the wider network that giving a

valid legal form of transactions.

1.1 Problem Formulation and Research Questions

In the maritime shipping industry, inter-enterprise information sharing systems are
outdated and manual processes are still used in many cases. This results in a lack of
coordination among industry actors, poses security risks, low speed of transactions,
high cost and an increased workload for authorities, reduces trust between parties
doing business in the industry, and ultimately reduces the overall efficiency of the

business processes (Jensen, 2014).

The invention of blockchain in 2008 and the understanding of the characteristics of
this new technology has motivated IT enterprises to create Blockchain-based
applications that promise to address these issues in various ways. The existing
literature on blockchain has reported various benefits of this technology that can
directly have an impact on the Maritime Industry. By enabling real-time updates and
faster processing time of documents, using a fast, secure, and low-cost way, they allow
to automate tasks that are currently performed manually. Consequently, they improve
documents’ accuracy, reduce mistakes and ultimately improve the overall business
process efficiency (World Bank, 2002; Opensea, 2017).

The information stored on a blockchain-based application would be visible to all
interested parties and allowed market participants, hence enabling trust among them.
Furthermore, its inherent immutability and use of powerful encryption technology

offers high security from fraudulent activities, such as document manipulations.

14
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Finally, it reduces the presence of intermediaries allowing market participants to
develop direct channels of communication, lowering costs and barriers to global trade
(Opensea, 2017).

While it is obvious that the majority of maritime industry actors will agree on the
aforementioned benefits provided by future blockchain applications, not many are able
to envision a future of the industry with blockchain and provide an assessment of how
likely its adoption may be (Rodriguez, 2015). Hence, once the benefits related to the
introduction of an innovation such as blockchain have been understood by the future
users, two needs arise for the shipping industry actors in order to welcome the new

blockchain solutions and applications within their business.

First of all, to identify the possible key shipping areas and sectors (such as Chartering,
Brokering, Port Clearance, Bill of Lading, training and Class certificates and so on) in
which blockchain and DLTs (Distributed Ledger Technology) in general, can

transform and remodel them dramatically.

Secondly, to understand and measure how likely it will be for the blockchain

technology to be adopted by the shipping industry.

In order for this thesis to address these concerns, the following research questions have

been developed:

RQ1: What key shipping processes can benefit by blockchain-based platforms,
and which applications are more suitable?

RQ2: How likely is for the blockchain technology to be adopted by the Hellenic
shipping industry actors, and what are the main drivers of adoption?

In order to provide an answer for these questions an academic and a practical approach
is applied. To answer the RQ1, this study draws on the recent literature on DLTs and
maritime procedures, whereas for the RQ2 a theoretical framework (UTAUT) is
adopted, as the primary objective of this thesis is related to the blockchain adoption,
which presents the determinants affecting the likelihood of technology adoption
models (i, Jackson, Park, & Probst, 2006).

——
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1.2 Research Purpose and Objectives

The purpose of this thesis is to investigate how and if Blockchain applications are able
to replace existing shipping industry processes (for instance, Bill Of Lading, maritime
insurance, distribution and document flow), to identify them, to illustrate the
advantages and disadvantages of the new technology and mainly to investigate
whether the Hellenic shipping industry intends to adopt them and accept their use, in

replacement of the current procedures.

In addition, it aims to introduce blockchain technology to the shipping industry in an
easy, simple and clear way, as well as, to some extent, to the existing platforms that

offer solutions to replace the shipping processes of present days.

Finally, the results of the measurement of the willingness to adopt and use the
blockchain will aid shipping and IT companies to use these data for their future

strategic planning.

1.3 Research Scope

The maritime industry is very broad, containing a wide set of sub-industries and
activities. Therefore, the investigation will focus on specific sectors. These are the
merchant shipping companies, port segments and shipping agents. There are two main
reasons for this choice. First of all, these segments are the most influential in maritime
industry. The merchant shipping segment provides the highest share of total turnover,
shipping agents are the common link between the ocean carriers and the freight
forwarders, while ports are fundamental hubs for commercial operations (Stopford,
2009). Secondly, as presented in Chapter 4, most of the blockchain and DLT
applications and solutions are currently being developed and designed for use within
these three segments. Ultimately, from now on, whenever the common term “shipping

industry” is referred in this thesis, it will refer to these specific sub-industries.
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1.4 Research Design

The research design is divided into three Stages. The first stage of this thesis (Stage
One) is a detailed literature review so as to gauge the properties and the characteristics
of the Blockchain technology, and analyze the maritime sectors and processes in where

this technology can be used.

The next stage (Stage Two), is going to present use cases and solutions that are already
applied in the maritime industry.

On Stage Three, the willingness of the Hellenic shipping industry to adopt blockchain
will be measured using an online questionnaire sent out to Hellenic shipping
companies, selected major Hellenic ports and ship agency companies located in Hellas.
This design was chosen because an online survey allows data to be collected easily
and at once. The survey ran from March to May 2020.

For the online questionnaire, a model has been developed based on a slightly-altered
version of the classic unified theory of acceptance and use of technology (UTAUT)
(Venkatesh et al., 2003). This model was chosen because it is widely recognized as an
established tool for determining the acceptance and use of innovative technologies.

Consequently, the model was estimated using the Linear Regression Analysis method.

1.5 Structure of the Thesis

This thesis is organized in Six Chapters. Chapters Two and Three correspond to Stage
One. Specifically, these Chapters present the blockchain and the processes/sectors of
the maritime industry which can benefit from this technology, respectively.
Afterwards, Stage Two, which includes Chapter Four, presents the use cases and
solutions that are already applied in the maritime industry. In the sequel, the Fifth
Chapter corresponds to the Third Stage of this thesis. This chapter describes the survey
conducted in order to identify the willingness of the Hellenic shipping industry to
adopt blockchain and presents its results. Finally, the Sixth Chapter summarizes the

conclusions which emerged from the entire thesis.
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2.0 Study Context and Technology

This chapter provides the reader with background knowledge regarding the activities
of the shipping industry in which the Blockchain can be used and the Blockchain
technology, as well as the DLTs in general, whose adoption will be investigated. More
specifically, the following sections will allow the reader to familiarize themselves with

the recurring concepts and terminology throughout the thesis.

2.1 The Role of Ledgers

Ledgers are used to record economic activities and prove the ownership and the
transfer of the value of assets among various stakeholders such as consumers,

suppliers, producers and market makers. The assets recorded in a ledger can be:

Tangible i.e. motor vehicles, houses or, intangible i.e. money, stock certificates, digital
rights.

2.1.1 Centralized Ledgers

We are surrounded by centralized ledgers. Some of them can be found in our bank
account transactions, our credit card transactions, the list of title deed holders at the
land registry office, the records relating to your citizenship, such as your national 1D
number. These centralized ledgers (with trusted third-parties) are taken for granted,
because, never before have we had a practical alternative.

Trusted third parties are in charge of all ledgers of importance in modern society,
whether it is a bank which “stores” your accounts, or the land registry office. However,
they are not perfect, because trusted third parties are not always trustworthy, act as
gatekeepers and represent a Single Point of Failure. Also, they might exclude parties
that they disapprove, or might lose important transaction records, even if they are well-

intentioned, due to carelessness, natural disasters and so on.
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2.1.2 Decentralized Ledgers

A decentralized ledger, is a ledger that offers a way for parties who do not know or

trust each other to have peer to peer payments without a trusted intermediary and it is

- Invulnerable to censorship and exclusion
- Invulnerable to malfeasance by record-keepers

- Immune to loss of records

2.2 The Blockchain Technology

Blockchain became one of the most revolutionary technology of the 21% century. It is
followed by titles such as ‘THE NEW INTERNET’, ‘INDURSTRIAL
REVOLUTION 4.0’, ‘BLOCKCHAIN TRANFORMING BUSINESS’ and major

papers illustrate the value of blockchain in our modern interconnection times.

As soon as Digital Cash came in existence around 1983 by Chaum, to handle double
sending problems and based on cryptography which was used at the time, failed to
deliver an established centralized transaction currency system. After, some decades a
person or a group of persons by the name Shatoshi Nakamoto (2008) published
through email sending a revolutionary Decentralized Currency system, which was a
peer-to-peer electronic cash system that allowed two parties to perform payments
directly, excluding the need for a trusted third party or intermediary, in financial
transactions (K. Czachorowski et al. 2019). He created ‘Bitcoin’ which is essentially
a chain connecting several digital signatures and verified by a timestamp server.
“Nakamoto developed a cryptocurrency to enhance trust among peers and to allow
direct transactions, overcoming the need for intermediaries in financial transactions,
thus reducing costs. He created a digital foundation, a technology to allow such
transactions, which is now known as blockchain.” (K. Czachorowski et al. 2019, p
563)

Although blockchain was firstly created together with Bitcoin, the technology evolved
to apply to several uses and businesses and the concept should not be confused with

the concept of Bitcoin
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According to IBM, blockchain is:

...a shared, distributed ledger that facilitates the process of recording
transactions and tracking assets in a business network. An asset can be
tangible — a house, a car, cash, land — or intangible like intellectual
property, such as patents, copyrights, or branding. It can also be used to help
companies manage the flow of goods and related payments, or enable
manufacturers to share production logs with original equipment
manufacturers (OEMs) and regulators to reduce product recalls. Virtually
anything of value can be tracked and traded on a blockchain network,
reducing risk and cutting costs for all involved.

Finally, Bitcoin and blockchain solved the issue of double sending that Chaum stated.
We can read about Blockchain and the power of this technology changing the way
used to transact or exchange anything and we can already see its impact on Fintech
Industry.

The principles of Blockchain are:

» Decentralization: Blockchain is a Peer to Peer network where no one from the
participants (users) controls the transactions. Power has been distributed
among the network participants. No one holds the network, hacks or
manipulates the chain of blocks. This distributed (decentralized) mechanism is
free from any hacks or frauds.

» Integrity: The trust in the system is not forced but is totally guided by user
intuition. According to Tapscott “For the first time, we have a platform that
ensures trust in transactions and recorded information no matter how the other
party acts”

» Cryptography: blockchain has been designed to provide high level of security
and authenticity to the user. To ensure this principal, it uses the power of
cryptography. The blockchain transaction mechanism is favorable and
rewarding for an authentic user. At the same time, it is very harsh on the user

that has a reckless attitude. So, this means that the blockchain system is fair to
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all of those who behave well and harsh with the ones that want to use it in bad
faith.

V;r,

» Security: There is no central point of failure and also no single person can
behave as the coordinator. PKI (Public Key Infrastructure) encryption
mechanism makes your transaction over the network highly secured.

» Inclusive: Everybody can enroll to public network no matter which their status

is, making the network fully acceptable to anyone. Also, it does not require a
transaction fee to a third party

» Privacy: With its core strong, Hash Key encryption is quite secure and helps

keep your privacy to make transactions. Blockchain’s Smart Contract is a
perfect way to execute agreements between two parties securing your rights
without revealing your identity
2.2.1 Blockchain Types
Before we go through types of blockchain, it is important to understand how
blockchain works. For instance: You are a “node” and you have a file with transactions
on your computer “ledger”. Two governance accounts “miners” have the same file

“Distributed”. As you make a transaction, your computer sends an email to each
account and informs them. Each account tries to check whether you are trustworthy
The first to confirm, replies to all nodes and attaches a block with his logic of

Bradley

verification of the transaction, which is called “PROOF OF WORK?”. If the other
accounts agree, then everyone updates their file. This example came from Richard

There are three types of blockchains. The Public blockchain (like crypto coins Bitcoin

Ethereum, Litecoin, etc.), Federated or Consortium blockchain (like R3, B3I, EWF)
and the Private Blockchain (Hyperledger Fabric of Linux Foundation is a perfect
example). The first one is public and anonymous with open source computing code, it
Is permissionless, meaning that there is no requirement for software or permission,

allowing anyone to participate by adding or verifying data, thus, it is completely

decentralized. This public chain uses a Proof-of-Work or Proof-of-Stake consensus

system to validate and maintain the nodes. The other two types are also decentralized

——
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within their users, or in other words, centralized to the permitted users. Their consensus
system is similar to the one developed by Nakamoto (2008), but they differ in
accessibility. Table 1 shows their differences and particularities. On the other hand, in
a private blockchain, the validity of records cannot be independently verified as the
integrity of a private network relies on the credibility of the authorized nodes.

Now that we understood the concept, we can see below the types of blockchain

Technology.

Table 1 Types of Blockchain and their Characteristics

Public Blockchain  Private Blockchain Federated/Consortium

Blockchain

Access Anyone Single Organization Multiple Selected
- Organizations
=EIgieleElis ] o Permission less e Permissioned e Permissioned

e Anonymous e Known IDs e Known IDs
Security e Consensus e Pre-approved e Pre-approved
mechanism Participants Participants

e Proof of Work e Multi-party e Multi-party

(PoW) consensus Consensus

e Proof of Stake
Transaction ] o)1 e Faster e Faster
Speed e Lighter e Lighter

Known Networks for those types of blockchain are:

e Bitcoin (BTC) and Ethereum (ETH) (Public)
e Hyperledger Fabric (Private)
e LIBRA (Consortium Blockchain)
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2.2.2 Distributed Ledger Technology Types

There is a misunderstanding about Blockchain and Distributed Ledger Technology
(DLT). First of all, Blockchain is a subcategory of DLT. Their main difference lies in
that the blockchain requires a sequence of blocks that DLT does not. Distributed ledger
technology does not need PoW (proof of work) and has better scaling options. DLT,
does not necessarily need to have a data structure in blocks. All blockchains are DLT’s
but not all DLT’s are Blockchain’s. To gain a better understanding of the concept of

DLT’s, let us examine the below DLT’s types:

2.2.2.1 Hashgraph

The Hashgraph technology is the invention of Leemon Baird, the co-founder and the
CTO of Swirlds, and has been available for public use since August 2018. Hashgraph
and Blockchain serve a similar purpose which is a peer-to-peer transparent system that
does not require a trusted third-party. Their major difference lies in how Hashgraph’s
consensus mechanism is accomplished. In Hashgraph the consensus is achieved "via
Virtual Voting & Gossip techniques, which bring higher scalability & lower storage
requirements. Unlike Blockchain, multiple transactions can be stored in a parallel stack
in the Hashgraph ledger within a single timestamp called an ‘Event’. ” (Faisal Khan,
n.d.).

While in Blockchain the "miners" have the authority to choose which transaction to
verify and when to do it, in Hashgraph, verifications of the transactions are
accomplished on a first can first served bases, and in this way, it reduces the transaction
time significantly. Once a “transaction” is initiated, every node on the network chooses
randomly a neighboring node with the aid of a gossip protocol, in order to transmit the
information to other nodes. After a few minutes, the information is spread across the
network, and everybody knows about the transaction. Finally, every node validates the
transaction through virtual voting before adding it to the ledger. Since the transaction
validation is achieved solely through consensus and there is no need for “Proof of
work” for the validation process, Hashgraph becomes much less computation-
intensive. Once all the nodes know about the transaction and can make the changes,

then they can discard the transaction. This basically means that the nodes do not have

——
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to keep the transaction record indefinitely on the Hashgraph ledger lessening the

storage requirements as well (Faisal Khan, n.d.).

2.2.2.2 Directed Acyclic Graph (DAG)

Directed Acyclic Graph or (DAG) is a highly scalable DLT, which uses a different
data structure for the consensus mechanism. The greatest advantage of the DAG-DLT
is the ability to offer free of charge Nano-transactions. Also, it claims that the more
the transactions that take place on the network, the faster it becomes. The nodes on the
DAG have a dual function. They validate a transaction and they represent a validated
transaction as well. When a node initiates a transaction, it has to be verified by two
previous transactions on the ledger. The selection is decided randomly by a strong
algorithm. The sequence of transactions is called a branch. The longer a branch of a
validated transaction by a person, the more trustworthy is considered, and in this way,
it becomes more stable and difficult to alter or hacked. NXT is the first platform to
use DAG since November 2015, and another two noticeable implementations are
IOTA Tangle & ByteBall (Faisal Khan, n.d.).

Finally, DAG implementation has provided two more advantages in comparison with
other DLTs. The first one is the Quantum-resistance Winternitz One-Time signature
scheme, acting as a firewall against a break-in attempt by quantum computers, and the
second is the Masked Authenticated Messaging (MAM) which allows secure and
encrypted communication between two nodes (Faisal Khan, n.d.).

2.2.2.3 Distributed Hash Table (DHT), the Holochain Project

The Holochain Company presented a new DLT that claims to be the next generation
of DLTs. The innovation that the platform has provided is that it has changed the data-
centric approach to an agent-centric one. By avoiding the global consensus protocol
gives to the Holochain-DLT virtually limitless scalability. Although Blockchain seeks
to decentralize the transactions on the network, Holochain intends to decentralize the
interactions between the individual nodes as well. Every individual node runs a chain

of their own which has the independence to operate on its own network while being
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part of the bigger network consisting of thousands of other similar nodes. Users can
store data in a distributed hash table (DHT) by using specific ‘keys’. This data storage

also remains distributed in different locations around the globe.

It is this decentralization of the network at every level which gives the Holochain-DLT
the ability to achieve millions of transactions per second (TPS). The validation at a
micro-level relieves the traffic congestion on the network. Since every node has their
own ledger, they are identified by a specific value identifier called the “DNA.” When
the other nodes receive a message using the specific node DNA, they transmit it to the
rest of the network. If there is a malicious attempt to add false information to the
network or to alter it, the transaction would be rejected and the failed attempt would
be reported to the rest of the network in order to avoid this action in the future. In this
way, Holochain establishes a very strong security feature. Although in Blockchain the
computational burden adds up with the addition of blocks, the addition of nodes on a
Holochain means more room for computation. Also, transaction fees are not required
since there is no need for "miners"”, making the platform energy-efficient. In addition
to the above, no extra hardware equipment is needed, except an already owned PC.
Finally, the individual nodes cannot only process transactions brought to them but also

provide more space for the development of applications (Faisal Khan, n.d.).

Table 2: DLT Characteristics.

HASHGRAPH DIRECTED DISTRIBUTED

ACYCLIC GRAPH HASH TABLE
ADVANTAGES Doesn’t need POW e Very high e Large number

algorithm number of of TPS with

e High level of transactions per unlimited
Scalability second (TPS) Scalability

e High efficiency of e Quick Consensus e Gossip Based
gossip based e Focuson Validation
consensus Scalability

DISADVANTAGES R S Iv IR0 e Bit Centralized e Security Issues
- permissioned systems IOTA structure
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2.2.3 Useful Tools on Blockchain-based Applications

Among the various useful functionalities of the blockchain, there are two which are in
particular interest to the shipping industry. These are the Smart Contracts and the

Ricardian Contracts. Their function and characteristics are described below.

2.2.3.1 Smart Contracts

Nick Szabo introduced smart contracts in 1994 as “a computerized transaction protocol
that executes the terms of a contract” (N. Szabo, 1994). Szabo suggested translating
contractual clauses (collateral, bonding, etc.) into a code and embedding them into a
property (hardware, or software) that can self-enforce them (N. Szabo, 1997), in order
to minimize the need for trusted third-parties between transacting parties and the

occurrence of faulty or improper executions.

So, "Smart Contracts” are self-enforceable contracts (working on an IFTTT logic (If-
This-Then-That)) in the terms of the agreement between the counterparties being
written directly in code lines. The code and the agreements contained in it, exist in a
distributed, decentralized Blockchain network. The code checks the execution and
transactions are detectable and irreversible. In this way, Smart Contracts promise to
conduct confidential and secure transactions and agreements between unknown parties
without the need for a central trusted authority, legal system or external enforcement

mechanism.

Smart contracts exist today. When a purchase is made through an online store using a
credit card, a smart contract that performs specific functions is activated. In this case,
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however, the existence of a trusted third-party (bank) is required, and it guarantees that

the buyer has the funds to make the purchase and the seller will receive them

ﬂgu,

Smart contracts on a blockchain platform do not need the presence of a trusted third-
party, because in a decentralized system, the information of the existence of the

buyer’s funds are available in the blockchain and on the other hand, the smart contract

involved parties

ensures the seller’s payment. After the activation of the smart contract, the execution
of the transaction cannot be changed. This builds the required trust between the

The smart contracts can replace the traditional contracts thanks to their assets. Some
of the benefits of the smart contract are
» Total Transparency

Smart contracts are transparent to all transacting members. All the relevant parties

change the agreement

have access to the terms and conditions of the agreement and any changes must be
decided before the execution of the contract. Once the contract is prepared, no one can

> No Miscommunication

The agreement will be executed as decided between the involved parties, in the same
way, every time, with no changes

> Efficient Performance

A combination of speed, accuracy, and the automated feature ensure an

time

efficient execution without any fault or any interruption of a trusted third-party
Also, they can efficiently process a significant number of transactions in a short

» No Paperwork

It is self-evident that their use does not require the traditional printed form and
the bureaucracy required to perform a contract, is not required any more
» Backup
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A Smart Contract on a blockchain-based application has the ability to
permanently record all the transactions on the chain. This means that you can

retrieve any of the information if there is any data loss.

2.2.3.2 Ricardian Contracts

Ricardian Contracts, invented by lan Grigg in 1996, were described in an academic
paper presented in 2004 (l. Grigg, 2004). Ricardian contracts, which were first
displayed as contracts, were created in a human readable form that can adjust to
machine language form. Therefore, this are contracts that can be dynamically change
based on text editor approach and autonomously change to machine readable form. In
other words, Ricardian contracts are double form contracts. They were first deployed
as legally written documents to mirror the traditional signed contracts that are “written

by lawyers for lawyers”.

The Ricardian Contract

the BowTie Model

World World of World of
of Law Cryptography Accountancy

0xABCDO1234EFAB6G789

606666600

]
o

PGPSig
Written contract “ .
in legal i hash’ or genesis
in tegal prose, digest secure transaction user ixs
including sorme function identifier
machine-

readable tags

Figure 1 Diagram of Ricardian contract elements (Source: Wikipedia, Ricardian contracts)
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We already have two cases that Ricardian contracts were enforced legally and those
cases are: DigiGold.NET Itd v. Systemics, Inc that held in the Anguilla Supreme Court
(2001) and the American Arbitration Association (2002). The use of Ricardian
contracts could decrease transaction costs and promote machine automation of legal
agreements. They are different from smart contracts because they serve a different
purpose. Smart contracts are a digital agreement that can be executed automatically by
a software or hardware whereas Ricardian contracts are a written agreement into the
world of code through cryptography transforming a regular legal prose agreement into
a machine readable contract.

If there is a dispute among
parties involved, the case
can be decided in court/ SEE=E11Y

e = -
~ eee binding

. - Immutable as
Ricardian hash is stored

Contracts eee  \_ decentralised [ [SNsNmmm
~ secure

Save
YY) costs and

B/ Come with a legal framework
that adds clarity for all
stakeholders

Figure 2 Benefits of Ricardian Contracts (Source: 101blockchains.com)
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3.0 Processes of the Maritime Industry which

can Benefit from Blockchain

The maritime industry, established as the main way of global freight transportation, is
a billion-dollar industry that despite its traditional form, wishes to be benefited by
adopting changes that new technologies have brought. In the future digitized shipping
industry, with autonomous vessels, technologies like blockchain play a central role in

creating bridges between tradition and autonomous industry form.

The first significant step in this research is to recognize "if" and "in which areas of
shipping" the blockchain is really needed so as to continue to analyse the potential

benefits gained from the transition of the current situation to the post-blockchain era.

However, the final decision to use a blockchain-based application, depends on us, but
there are various models that can guide us and thus, give us a glimpse of the possibility

or expediency of using this technology.

Do you even need Blockchain?

Do you need a o S _ND
database? h

-
Does it require -~ ey ]
" <

shared write access? ™~ -

1

A

S ves
-~y
=

Are writers known _~~ TS yes ‘ Arewriters’

< > : < don't use blockchain
and trusted? S interests unified? ™~
“rhe Tno
Do you want/need to ___;"L ~ e
useatrusted 3rd < P
arty? S
S e
A e
Do you need to 4,--" "*-..3"“ Where is consensus ,..f" e H}..nmrmu
control functionality? ™ e determined? E -~ -~
-‘;':‘0 Yinter firm
Do you want ’_.,..t" S _ private
transactions tobe < —
; r oublic? -
private or public? “~fublic
v
use a public blockchain ‘ | use a hybrid blockchain ‘ l use a private blockchain

Figure 3: B. Suichies, Decision Model (Source: www.medioum.com)

31

——
| —



)
&
“~
<
<
c

#

W
).

4
/Jl

*\‘:\\o AY]/A,&
>

7
2
=
=
X
e

ITANEIIIXTHMIO ITANEIIIXTHMIO
AYTIKHX ATTIKHX & AITAIOY
Tpnpoe Myyavixov Bropnyavixng Tpapoe Noavtidiog xot

Xyediaong xat Iagaymwyng Enmiysionpoatixwy Ynnoesotmy

The above decision model, was presented by Bart Suichies, Head of Digital &
Software at SICPA. It is a great start to help us decide if a procedure in shipping
industry requires the use of blockchain technology. After answering several questions,
we will end up with four possible results: public blockchain, hybrid
(Federated/Consortium) blockchain, private blockchain, or no blockchain at all.

By following the steps of the model and searching for use cases of blockchain-based
applications and platforms for shipping industry, the writer concluded that the

following sectors can be benefited from adopting and using blockchain:

e Chartering
¢ Bill of Lading
e Port Clearance

e Authenticity of records and certificates

3.1 Chartering

The Charter party is a written and therefore formal agreement between the charterer
and the ship-owner, constituting the main contract on the merchant shipping. This
document reflects the shipper's verbal promise to transfer legally the ship's full
capacity to the charterer for one or more journeys. Thus, the Charter party is the basic
contract of carriage. The terms of the Charter party are determined by the obligations
and the rights of the Parties and the chartering agreement is considered valid and
formulated as long as it is feasible to deal with all the issues that may arise. In order to
minimize delays in closing an agreement, parties try the use of standardized and pre-
designed Charter parties, according to English law or the national legislation of the

country where the agreement was signed.

English law agreement has:

Expressed terms: They are explicitly described in the standard forms or in the

additional appendix.

32

——
| —




ITANEIIIXTHMIO
AYTIKHX ATTIKHX

Tpnpoe Myyavixov Bropnyavixng

ITANEIIIXTHMIO /a?
& AITAIOY
Xyebiaong nout ITagaymyng

\'
Tpapoe Noavtidiog xot

Enmiysionpoatixwy Ynnoesotmy
Implied terms: The terms are not in writing, but they are particularly strong, self-
route)

evident and are accepted implicitly by the parties (seaworthiness, due dispatch, proper

V;r,

Representations

The terms concerning the presentations given during the
negotiations. These are promises made by the parties. Such examples are the

characteristics of the ship (name, mark, time of construction, etc.) and the cargo. If
something is not as agreed, then the contract can be cancelled

Conditions: Terms that, if violated by a Contracting Party, will provide to the other

party the right to seek compensation and cancel the contract. Such are the nationality
of ship, the geographical location at the time of signature and Class

Warranties: conditions that if one party break them, the other party can claim refunds

Innominate terms: The terms are sometimes treated as conditions and sometimes as

warranties depending on the case. One example may be the ship's airworthiness

Blockchain technology can ensure process automation, security and the shortest time
possible to complete the contract. Many shipping companies do not trust the
transmission of information to networks, but blockchain and more specifically the
private network (Hyperledger Fabric) can become the appropriate platform for
shipping companies to integrate their activities. The capability of creating internal

for the chartering

channels in the wider network, where the information does not appear to those who
are not in the inner channel, increase trust and security and augurs a fresh beginning

Charter-parties can be supported and formulated by Smart contracts and Ricardian
Contracts. Thus, they will acquire characteristics like

» Quick processing time and real-time updates
» Higher accuracy
» Transparency

» Increased security
» Cost Saving

——
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The following is a simple example of comparing the old process to the new one so that

Funds
transferred

Firstly, a Charterer has to approach a pool of brokers in order to find a specific ship

the advantages of blockchain-based applications, can be understood:

h
SEl Connected, Vi | A
looking for 4 esse ‘. Cargo CALCULATE
aship/ CONNECT negsut;;iu" NEGOTIATE on-sub S [ ETEEI I (hire, demurrage)
cargo
En-route

Figure 4: Chartering Flow-diagram (Source: Harshvardhan, MIT, p.2)

that covers their requirements. Mainly the challenge at this first stage is the availability
of information. Brokers play this role and they get paid for this information matching,
acting as a third-party, as there is no previous business dealings between the charterer
and the ship-owner. This process is time-consuming and can take from a few hours to
several days. This issue can be solved if the two parties interact directly on a
Blockchain-based platform. The charterer and the ship-owner can upload all the
relevant information to the blockchain platform, and a smart contract can query the
database and display a list of matches. This can help them find each other instantly, as

long as there is a suitable match.

The next step is to negotiate terms and conditions of the carriage. Lack of price
transparency in a dynamic market lead to several rounds of communication between
the relevant parties, through the brokers. Those terms and conditions can be added in
a smart or Ricardian contract as algorithms, decreasing the negotiating time, and

increasing the accuracy of the terms.

Once the agreement is signed, the ship transports the cargo. After discharging the cargo
or at the end of the hire period, the calculation for hire and demurrage, in voyage
charter, or the abstraction of the off-hire periods in time charter case, is done. Although
this is a simple process, it is well known that it takes several days because of
documentation and claims. Subsequently, international fund transfers are done through
a network of banks, taking several days for funds to arrive. A Blockchain-based smart

or Ricardian contract is a possible solution to these problems. It can take certain inputs
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from trusted third parties, like “time” of arrival and departure of the ship from a port

control station, “speed” and “position” from a GPS or AIS equipment on board, in

order to do calculations and fit these inputs into a pre-defined algorithm, so it will
come up with a non-disputable figure and finally execute a fund transfer.

As smart contracts can be pre-loaded with funds like a credit card, it would guarantee
the ship-owner that they will receive funds if they meet the obligations of the contract.

Such a system will be trustworthy, and hence there will be no need for a broker for this

purpose, reducing the time and the cost of the procedure (Harshvardhan, MIT).

A
~ °
v!a!’ - =

Ship-owner Charterer

Calculate Hire and
Smart (Fontract on Demurrage
a Permissioned
A:gree on f";& Blockchain Execute fund Transfer
ree on
F(x,y,...) -> Do a,b....

Generate Bill of
Generate Certificate of Quantity

Lading
T & I® _[

Surveyor Terminal

Agree on timings,
Agree on quantity

Figure 5: Chartering with Smart Contracts (Source: Harshvardhan, MIT, p.4)

3.2 Bill Of Lading (BOL)

One of the most significant documents in international commercial transactions, which
have been an integral component in the maritime shipping industry, is the Bill of
Lading. It was the result of the inability to ensure that goods were delivered by the

carrier to the correct consignee and also arrived at the consignee in the same quantity

and quality as when delivered by the producer, consignor or exporter, to carrier.
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Thus, the consignees gave the carriers orders to deliver the cargo, with the details of
the goods being transferred by them, as well as the details of the person to whom the
cargo would be delivered at the port of destination (Murray, D., History, and
Development of the Lading Bill, 1983). These orders are called Bills of Lading and
have been the key documents for international and national trade, especially in the case

of maritime transport.

At the same time, legislation began to emerge which soon made it possible for the bill
of lading to confer rights on the person holding it (Kianadou-Pabouki, Maritime Law
I1, 2007).

Regardless of the types of BOL, as a document, in order to be considered valid, it must
serve three basic functions, necessary for the separation of legal obligations and
commitments between the parties:

1) It must be a conclusive receipt, i.e. an acknowledgement that the goods have
been loaded

2) It must contain or evidence the terms of the contract of carriage

3) It must serve as a document of title to the goods, subject to the nemo dat

quod non habet rule (literally meaning "no one gives what they do not have").

In addition to the above, various types of BOL have some additional features that allow
them to be transferred as a transferable document of title, to another person while

transferring the right to acquire and receive the goods they represent.

This thesis examines and analyses the Negotiable BOL in a Blockchain Solution

Platform, as it is the most common BOL and the most complex subcategory as well.

3.2.1 Negotiable Bill of Lading (N/BOL)
A negotiable bill of lading is one kind of BOLs. The bill of lading is a legal document

between the shipper and carrier, detailing the type, quantity, and destination of goods
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being carried. The negotiable bill of lading is distinguished by the fact that it is a
document of title that can be transferred to a third party

V;r,

Under that definition, and in conjunction with its functions (BOL), a negotiable bill of
lading (N/BOL):

1) Operates as a receipt providing evidence that goods conforming to the

contract have been shipped as agreed and are in the physical possession of the carrier
for delivery to the consignee at destination. This evidentiary aspect of the document is

during transit

important, both for the seller and the buyer, in relation to obligations under the sale
contract, and for a potential cargo-claimant and the carrier, if goods lost or damaged

2) Contains or evidences the relevant terms of contract with the carrier. Where
goods are lost or damaged in transit or even delivered late or earlier than the agreed
date, the cargo interests’ party may be able to pursue a claim against the carrier

3) Operates as a transferable document of title, and it is this feature, which sets
the document apart from non-negotiable bill of ladings. A document of title in this

context is a document, which provides its holder with the exclusive right to demand

to order"

delivery from the carrier. The goods will only be released at the port of discharge
constructive possession of the goods. If the document is "negotiable”, i.e. is made out

against surrender of the bill of lading, possession of the document amounts to

or to the order of a named party, or to the bearer, the right embodied in the
document can be transferred along a chain of sale contracts by delivery, with any

necessary endorsement, of the document alone. Thus, while goods are in the physical
possession of a carrier during transit, a seller is able to pass possession and property
of the goods to a subsequent buyer simply by passing on the negotiable document of

2003)

title. Also, the document can be pledged to a bank and thus may be used as a security
to raise finance (UNCTAD, The Use of Transport Documents in International Trade

——
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Those N/BOL principles can be done by distributed Bill of Lading (DBOL) and mark
the beginning of making Maritime Industry the truly autonomous industry in the next

decade.

3.2.3 Issues and Obstacles with the Bill of Lading System

While necessary for ensuring trust in international transactions, BOL can be
disadvantageous in many respects. Each BOL is often sent at least three times through
a courier process, costing $100 on average. With more than 50 million B/Ls sent every
year, the estimated total yearly cost of this process is approximately $5 billion. In
maritime logistics, the shipper must mail the original and physical copies of the bill to
the importer of the goods. If the goods reach the importer ahead of BOL, the importer
will not have the requisite document of title to present to the carrier. Not only will the
carrier not accrue liability — neither in trover nor under statute — for withholding the
goods, but they may also have to place the goods in storage. This can result in
demurrage costs as well as potential economic loss due to fluctuations in market value
of the goods or an inability of the importer to meet obligations under other contracts
(Jake Herd, ‘BLOCKS OF LADING’ Distributed Ledger Technology and the
Disruption of Sea Carriage Regulation, QUT Law Review — Vol 18, No 2)

3.2.4 Electronic BOL: The Dematerialize of Paper Documents

The above reasons, along with the advent of the internet, the development and
spreading of electronic information systems, have largely led to the development of
electronic solutions for the processing and transaction of BOLs also known as EDI
(Electronic Data Interchange). The most significant examples approved by P&I Clubs

are Bolero, EssDocs, e-title, and edoxOnline.

A number of problems have arisen from this effort and as a result, there was a limited
acceptance, adoption and an inability to replace the pre-existing situation with the new
one. The most important of these are presented below and are based both on systems’
analysis and research among users (carriers, consignors and consignees) (Raphael
Brunner, Electronic Transport Documents and Shipping Practice not yet a Married
Couple, LL.M. Shipping Law, 2007):
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1)

2)

3)

4)

5)

6)

7)

8)

9)

Commodity traders did not like to have their transactions recorded in a

central registry.

The ultimate buyers of commodities did not want to acquire bills of
lading from a registry actually supporting and servicing intermediaries

and speculators.

The liability of e-Bill of Lading platforms was not established. This
resulted in relatively expensive insurance contracts for the registry

operations.

If the goods are to be sold to a party not being a member of the specific
e-Bill of Lading platform, the e-Bill of Lading may not be used
anymore. In such a case, the parties may have to switch to a paper bill
of lading to be issued on the spot by the carrier upon request of the

actual consignee.

All Contracting Parties must be members of this e-Bill of Lading
platform which have signed and accepted the terms and conditions of

this platform.

The platforms depend on the liability of its users to assess if they
comply with the laws of the country the user wishes to trade in or with.
As the solutions are based on contractual relationships, legal
uncertainty remains as to the acceptance and enforceability of the

system in various jurisdictions.

In most cases, the platforms request, the trade transaction to be financed

by a letter of credit.

Not all banks (which are a key factor in the equation of transactions)
accept an e-BOL as a warrant to credit or withdraw money from an

account.

Lack of international legal framework.
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Beyond the literature review, which includes the above factors, the United Nations

the following results:

Conference on Trade and Development researched the involved parties, to identify
from a practical point of view, the obstacles using electronic platforms, and arrived at

Table 3 Obstacles to the Use of Electronic Alternatives (Source: UNCTAD, The Use of Transport Documents in
International Trade, 2003)

Obstacles to the use of electronic alternatives

Infrastructure/market/trading partners not yet ready

% of respondents
51
Legal framework is not clear enough or is not adequate 44
Electronic equivalents are not sufficiently secure 25
Technology and/or switch to electronic environment is too 12
costly
Confidentiality concerns 10
Other reasons 2

Analysing the spotted factors, it is evident that we have two different types of

obstacles. The first type includes legal issues and the second, technology issues which
generate a chain of more obstacles.

Subsequently, it is vital to examine how DLT platforms solve and eliminate these

problems while helping to solve the legal issues raised by the existing technology.

3.2.5 Legal and Technological Obstacles, and the UNCITRAL Model Law on
Electronic Transferable Records

Due to legal issues, technological efforts to introduce electronic transferable records
into the maritime industry, have yet to yield the expected results.

——
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Considering that uncertainties as to the legal value of electronic transferable records

constitute an obstacle to international trade, United Nations and in particular

UNCITRAL (United Nations Commission on International Trade Law), adopted in

2017 the Model Law on Electronic Transferable Records which intends to generally

plug the gap that was missing in e-commerce laws.

The UNCITRAL Model Law on Electronic Transferable Records, in addition to the

aforementioned requirements for the bill of lading, has three key principles in mind:

1) Non-discrimination
2) Functional equivalence

3) Technological neutrality

Table 4 Comparison between Pre-DLT Efforts and DLT-based Solutions.

UNCITRAL Model Law on Electronic Pre-DLT efforts

Transferable Records Requirement

Electronic signature
Singularity

Contains the information that would be
required to be contained in a transferable
document or instrument

Control

A) Establish exclusive control of that
electronic transferable record by a
Person.

B) Identify that person as the person in
control

Retain the integrity of the electronic record

Ability to prevent unauthorized access

DL T-Based

solutions
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On the other hand, DLTs have by nature some unique characteristics which fit the
Model Law requirements and can turn out to be the practical solution to the problem.

Furthermore, they can eliminate the existing problems, created by pre-DLT efforts.

Additionally, the DLT-based solutions do not require to have the transactions recorded
in a central registry, they need the parties to be members of a specific e-BOL platform,
it is unnecessary no need to sign and accept the terms and conditions of a e-BOL
platform, they eliminate the use of a letter of credit (and also the cost) and most

importantly a trusted third party is of no use.

Under the pressure of technological innovation, the need to promote merchant trade,
economic growth and the legal support that now exists, Bahrain has enacted the
MLETR. (Takahashi, Koji. "Bahraini legislation based on the UNCITRAL MLETR".
Blockchain, Cryptocurrency, Crypto-asset and the Law. Retrieved 12 February 2019.)

Czech and Singapore have also conducted public consultations on its adoption.
Another public consultation has been conducted in Singapore in summer 2019, in the
broader framework of the review of the Electronic Transactions Act ("Consultation
Paper Issued by the Infocomm Media Development Authority on Review of the
Electronic Transactions Act (ETA) (CAP. 88) 27 June 2019", IMDA.)

All of the above indicate that with the final embodiment of the legal requirements into
the legal framework of the States across the world together with the configuration of
DLTs to fully meet the requirements, a bright and wider path has opened for the

paperless trading systems in the shipping industry.

3.3 Port Clearance

Ports play a significant role in Maritime Industry, as freight must be loaded and
discharged on port stations. Additionally, automation is an important aspect to provide
quick and efficient service. Ports like Antwerp and Rotterdam, developed automated
systems and Blockchain could not be out of the picture. These ports, enabled
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blockchain on logistics process and found that blockchain has lots of opportunities

such as:

> Real time insight and transparency in transactions are provided by the
application of smart contracts in the fields of taxes, insurances, inspection and
payments

» Digitalization of paper work results in fewer document flows

» Low-threshold access to large-scale transport systems

» More data becomes available, enabling individual parties and the chain as a

whole to work more efficiently

In our era of interconnection, Stakeholders across the enormously complex
logistics supply chain urgently demand faster, cheaper, more secure and
sustainable flows of goods, services and energy, while global trade is becoming
more complex and less predictable. Digitalisation has delivered some
improvements, but a mountain of documentation, time delays and a lack of
interconnectivity remain. Companies still operate with completely different
administrative systems in their own little silo, which can be immensely time
consuming and expensive. For example, it can take a week to trace a single product
and all its components through the entire supply chain, and clarify its origin and
ownership in every step in the timeline. A single PO number from beginning to
end is typed over more than 100 times in emails, systems and documents. Current
use of Blocklab at Rotterdam port, is a solution to make port supply chain an easier
task to do.

3.4 The Authenticity of Records and Certificates

Another area of the shipping industry that can benefit from the blockchain is the paper

or electronic document transactions.

The shipping industry and the supply chain, in general, require the handling of a
plethora of records. Most of them need to be either prototypes or their authenticity be

verified by many authorities. This validation often requires a lot of time, due to the
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many parties that get involved. These parties are often located in different time zones
and thus, additional delays are added to the already slow process. In addition,
document handling leaves a lot of space for fraud, as their counterfeiting (especially

electronically transmitted documents) is easy.

Such documents that play an important role in the shipping industry, are the cargo
documents, the ship's certificates from Classification Societies, and the training and

education certificates of the crew members and so on.

And here comes the blockchain to provide a solution to this problem. The architecture
of this technology is essentially based on this function, i.e. the validation of the origin
of an electronic file as well as the validation that the holder of the file is unique and

the rightful owner.

This certification is easy to be executed on all blockchain platforms and on all types
of DLTs. A similar validation process for university diplomas is currently used by the
University of Nicosia.

Subsequently, the cryptographic procedure and verification of the authenticity of an
electronic file will be explained in some simple steps and this process can be used for

any electronic file (like PDF files, a JPEG pictures, an Excel sheet, a Zip file, a video):

» Step 1: Digital Fingerprint
Like human fingerprints which are unique, digital documents or files also have
a unique "fingerprint”. It can be created by using so-called cryptographic hash
functions from publicly available algorithms, like “SHA-256" or "MDS5".
These functions can take a file of almost any size and type as input to create a
string of letters, numbers and characters as an output. This process is a one-

way process as it is impossible to reproduce the file from the digital fingerprint.

» Step 2: Create A Signature
In the same way, we can sign a contract by using our hand-written signature,
the digital fingerprint from above, gets signed. In order to achieve this, a Public

and a Private Key (RSA Keys) are required for signing the digital fingerprint.
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One common method to create digital signatures is JSON Web Tokens. JSON

Web Tokens is an open tool for generating and verifying tokens.

» Step 3: Commit Fingerprint and Signature to Blockchain
In the last step, the digital fingerprint and the signature (JSON Web Token) are
‘uploaded' to the Blockchain. It is important to keep in mind that the digital file
is not uploaded itself on the blockchain, but only the fingerprint and the

signature get stored.

» Step 4: Transmission of the Signed Digital Asset

The digital asset can now be distributed to any party since it is a file like any
other, by using one of the existing ways of sharing information, such as email,
etc.

Any modification to the digital asset would also cause its digital fingerprint to
change. As a result, the signature (JWT) stored on the Blockchain would no
longer match the digital asset’s new fingerprint. Hence the new digital asset
can no longer be considered as 'valid' as no corresponding signature exists
(Martin Stellnberger, 2020).

» Step 5: Digital Asset Verification

For the recipient, the process to verify the authenticity of a digital asset is
similar to the steps performed before. Firstly they have to start by re-creating
the digital fingerprint from the file that has been received. After that, a request
is launched to the Blockchain to retrieve the fingerprint’s corresponding
signature. Finally, they have to ‘apply' the public key that corresponds to the
private key that has been used in Step 2 to verify the signature and consequently
the validity of the digital asset.

» Step 6: Certificate Provider Identity Verification
The last step of the validation process is to verify if the institution which

created the digital asset is a legitimate entity itself since anybody can create,
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sign and commit information to the Blockchain (in case of a public blockchain)
and pretend to be somebody else. In a private blockchain application, this step
is not required.

The process is called Extended Validation SSL where the certificate authority

is required to conduct a thorough vetting of the institution by:

o Verifying the legal, physical and operational existence of the entity and
o Verifying that the identity of the entity matches official records among
further checks.

By using the URL that has been specified in the JWT we can now ascertain if and what
SSL certificate (Secure Sockets Layer) has been provided by the institution behind this
URL. This enables us to trust (or not) the legitimacy of the institution that created the

signed digital asset in the first place (Martin Stellnberger, 2020).

In the same way, different shipping documents can be sent between authorities or
collaborated parties, without the uncertainty of the authenticity of their origin. A single
container has an end to end journey that involves almost 30 organizations such as the
port of loading, the ocean carrier, the banks providing finance, government-provided
certificates, and many more. Therefore, for these 30 organizations, we deal with at
least 100 individuals, and multiple information are exchanged.

The usage of Blockchain-based applications and platforms will significantly reduce
the cost and the time required for their exchange and many man-hours will be saved,
which in turn will reduce the operating costs of the companies. Finally, cyber-attacks

will be eliminated, as a blockchain-based application is impossible to be hacked.

An excellent example of blockchain-based platform for document exchange is
TradeLens. IBM and global shipping leader, MAERSK have jointly-developed a

“blockchain-based shipping platform”, named TradeLens, which promises to bring
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transparency, efficiency, real-time monitoring, and security to global supply chains.
This is going to be presented in the next chapter.
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4.0 Blockchain Use Cases

In this chapter, an extensive literature survey conducted, in order to find and locate
blockchain-based applications already used by the shipping industry. Additionally,
their capabilities and characteristics are to be analyzed, as well as their advantages and

disadvantages.

4.1 Blockchain Solutions for BOL, Document Exchange and

Port Clearance

One of the first and most known blockchain-based efforts to digitalize the BOL and
other documents, is the CargoX dApp. It is a web-based decentralized application
which allows customers to interact with Smart B/L and digital document. CargoX (the
company) is an Independent Supplier of Blockchain-based Solutions for Logistics. The
solution that it provides is based on the public blockchain Ethereum Network and it
uses the CargoX B/L exchange Protocol with the ERC20 CXO token that serves as a
protocol utility token, drives the core functionalities of CargoX’s smart contracts and
also serves as a payment method for logistics services (CargoX Business Overview
and Technology Blue-paper).

At the moment, CargoX can only offer its customers a House Bill of Lading (HBL)
which is a transportation contract between a NVOCC/Freight Forwarder and an end
customer (shipper) and cannot be used as a Negotiable Bill Of Lading. Furthermore,
the use of a public blockchain platform, although it significantly reduces the cost of
transferring an e/BL, it does not eliminate it. This is due to the fact that transactions

require payment of platform miners in order to execute and verify them.

Finally, CargoX does not seem to be a fully integrated solution, but unquestionable it

plays the role of a remarkable ambassador between blockchain-world and maritime
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industry, which helps in the creation of critical mass for the massive adoption of

blockchain and DLTs in international trade.

Additionally, two other companies have announced the use of blockchain technology
in their electronic trading systems, in order to enable carriers, shippers, consignees,
banks, freight forwarders and other parties to issue, exchange and sign a variety of
supply chain encrypted documents and electronic BOLs, with no need for a central
server or registry. These are Global Share S.A. edoxOnline platform
(www.globalshare.com.ar) which have recently announced that it reaches 100,000
transactions, and WAVE network (www.wavebl.com). Both platforms have been
approved by the International Group of P&I Clubs (International Group Circular —
Bills of Lading and Blockchain Based System), a fact which is very important for the

future of DLTSs in maritime industry.

Especially, Wave Ltd. has collaborated with Israel-based Liner Company, ZIM
Integrated Shipping Services and Sparx Logistics, and an Original Bill of Ladings was
transferred to the receiver within less than two hours from Vessel’s departure, a
process that usually takes days or even weeks. All documentation processes, including
endorsements, ownership transfers and so on were performed on the blockchain-based
platform (ZIM news, 2019).

Also, Corda platform integrates Bolero’s eBL (electronic Bill of Lading)
solution for the issuance and management of eBLs. Ian Kerr, Bolero’s CEO says “In
its partnership with R3, Bolero is extending the reach of its eBL Title Registry based
solution across the supply chain by developing an oracle on Corda, which enables
carriers to connect with corporates and other supply chain participants. Relevant

parties will be able to endorse and verify an eBL’s title without needing to revert to

paper”.

On the other hand, EssDocs managed to collaborate with R3 and Corda and
together created Voltron, a paperless electronic Bill of Lading with a view to providing
a multibank channel for companies to digitally manage the issuance of LCs (Letters of

Credit) and also the electronic presentation of trade documents, including documents
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such as Bill of Lading. It gives access to banks and corporates to all data (plus
documents) within the Voltron Platform. The collaboration of EssDocs with Voltron
wishes to create a community with access to all data and tradeable offers for everyone.

It is more like a cross-platform solution.

TradeLens provides businesses and authorities involved in the supply chain with a
single, secure source of shipping data. As of May 2019, participants on the ledger
included more than 100 organizations and more than 40 worldwide ports and
authorities (J. Gronholt-Pedersen, 2019).

TradelLens, is another very important “blockchain-based shipping platform”, jointly-
developed by IBM and the global shipping leader, MAERSK. It is a platform based on
Hyperledger Fabric, a permissioned ledger, which includes authorized users only.
Verified stakeholders, such as exporters, freight forwarders, shipping companies, ports
and terminals, customs authorities and importers, can participate on the platform.
While participants are anonymous on a permissionless system, a permission-based
DLT includes known entities who are authorized to join, view, and publish data.
Permissionless ledgers rely on computationally intensive consensus algorithms to
validate transactions, which presents a high risk of sabotaged blocks (Salimitari,
Mehrdad & Mainak, 2019). In contrast, permission-based consensus allows
transactions to be endorsed by relevant participants. Therefore, decision-making is
authorized to specific members, providing controlled data consistency and preventing
any illegitimate blocks or conflicts on the ledger (Biazetti, 2019). Another insight that
TradeLens offers is that DLT can provide a high degree of cybersecurity assurances

and mechanisms to accommodate multiple degrees of privacy.

4.1.1 Technical Aspects of Blockchain-based BOL and Document Exchange

Solutions
A first assessment of the presented solutions is included in Table 5 where the type of
each solution and its main advantages and disadvantages are listed. It is clear that any

solution needs to deploy a private or permissioned platform so that access to the
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is completely controlled. From the access control

perspective
Hyperledger Fabric based solutions are advantageous because they are a private

network constructed with inter-enterprise exchanges in mind. For this purpose, it
supports the notion of “channels” where nodes communicate in the same “channel”
forming a blockchain network. By deploying HLF based solutions, multiple
blockchain networks can run in parallel. This capability gives a purely operational

form to the network that makes it more appealing to shipping organizations. For

example, the different channels could be exploited to segregate groups of shipping

organisations. On the other hand, Corda is more tailored to financial processes which
are indispensable of any shipping operation

As the need to register and maintain continuously growing amounts of information is
evident, scalability play a crucial role. Scalability refers to the capacity of the solution
to register and manage larger amounts of information (at adequate speed to avoid the
degradation of the user experience) and unfortunately scalability is an inherent
drawback of blockchain approaches. Additionally, today the trend is to register
continuously increasing amounts of information for all goods in an attempt to offer

enhance security and added value services to the end users. Among the supply chains

actors seek to provide evidence to end users that the goods are appropriately handled
and safe to use. This is nowadays feasible through the integration of sensor systems
which are capable of collecting information across the journey of the goods installed
in all places where the goods are placed. The need for handling a continuously
increasing amount of information due to a) the ordinary evolution and b) the
integration of additional information sources render scalability of paramount
importance. Considering the scalability features of the existing solutions, scalability is
not among the advantages of Ethereum. Hyperledger Fabric exhibits better scalability
than Ethereum as it can organise the blockchain network in channels which could be
seen as independent networks. Currently, it is DLTs that exhibit better scalability

features. For example, directed acyclic graph approaches come with higher scalability
potential which of course depends on the way they are structured and operate
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Table 5: Advantages and Disadvantages of Blockchain-based BOL Platforms and Document Exchange Solutions

ype

Advantages

Disadvantages

Public (restricted)
Ethereum-based
Blockchain

CARGOX

EssDocs-

Permissioned Based

Voltron on Corda

Private (based on

Hyperledger Fabric)
e-title Peer 2 peer
Hybrid platform
Edox
Online Web based blockchain

Cloud Based

Well Known blockchain
House of Landing
Transactions are viewable to
entire network
Helped blockchain to be
acceptable in Shipping
Industry

Cross-platform connectivity
Use R3 Corda Ricardian
Contract

P&I Clubs accepted

Generic platform for supply
chain solutions
Promoted by IBM and
Maersk
Accept any format of
Document (PDF, IMAGE,
XML, EDI)

P&I Clubs accepted

P&I Clubs accepted
P&I Clubs accepted

Scan paper documents

Manage Huge load of
Documents

Does not support negotiable BOL
High Value of tokens make transaction
unacceptable

Beta mode
Finance based model
Banks have access to all companies data
Cannot use token

Doesn’t provide maritime specific operations.

Need of Paper Based bill of landing to convert
it in electronic Bill of Landing

Lack of privacy

Contractual provisions binding only the
contracting parties and cannot provide
obligations to third parties

Centralized

Let us now focus on the capacity of the solution to expand and interconnect with other
enterprise systems like the RFID or sensor infrastructures installed in the vessels. This
depends on the modularity or flexibility of the adopted platform/solutions to integrate.
Hyperledger Fabric has been developed with modularity in mind. Corda (on which
essDocs is built) is consciously designed as DLT for the Banking and Financial
Industry, hence, the main focus is on financial services transactions. Its architectural
design is simple when compared to Fabric. As the framework of Fabric is modular it
is likely that it can be altered to resemble Corda. There are efforts made to integrate
Corda into the Hyperledger project. In that sense, currently, Corda and Hyperledger
Fabric cannot be seen as competitors but rather as a complementary platform.
Additionally, CargoX and Bolero offer APIs (Application Programming Interfaces)
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facilitating integration with other platforms while e-title does not seem to offer such

an option.

From a financial prospective, the use of these solutions costs significantly but solutions
tailored to the needs of smaller businesses can be developed and offered. For example,
a shipping company owning few ships finds it expensive to acquire a CargoX solutions
for its needs. This may open a new niche where smaller IT companies come into the
play and can use available platforms to offer solutions tailored to the needs of smaller
businesses. With this in view, CargoX is more of a platform (which another company
could use to develop a specific tailored solution) than a solution. It is important to
understand that in this huge market, there cannot be a one-size-fits-all solution; it is
more likely that many solutions embracing the same principles of operation can work
together.

4.2 Blockchain Solutions for Chartering

In the chartering and brokering sectors, the landscape seems to be very poor, since

only one platform has been spotted.

Singular Point, focused on logistics software market and dedicated to trading and
shipping companies, is a young and innovative company based in Zug Switzerland. It
has developed MARIS, a chartering solution for the shipping industry, which is a
blockchain-based platform, launched in Geneva on September 20th, 2018. Using
MARIS, ship owners and trading companies can be benefited from the advantages
coming with blockchain technology such as high data quality and quantity, process

integrity, configurable smart contracts, lower transaction costs, and many more.

It is the first in the market available chartering platform, where ship owners, brokers,
and freight forwarders are able to execute their chartering process in full permission
and distributed blockchain ledger. Beside MARiS’ blockchain technology, the system
has been awarded for its unique architecture and programmability covering all
activities throughout the complete shipping and chartering lifecycle (Singular Point,

press release, 2019).
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MARIS is able to brake all the existing data boundaries and information silos that
currently slow down the charter process so that the participants will face a new level
of market efficiency, which will generate a better outcome for everyone.
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5.0 Research Methodology

The review of scientific papers and related articles that evaluate the adoption and the
intention to use blockchain technology within several industries, such as supply chain,
accounting, healthcare, and finance, shows that there is an optimistic perspective
regarding the intention to use blockchain technology due to the expected improvement
of the existing procedures. Also, concerns and potential limitations were identified,
regarding the legal aspects, the shipping industry regulatory, and people's refusal to
change the way they act. All these obstacles may result in a limited number of early

adopters.

In order to measure the willingness of the Hellenic shipping industry to adopt and use

blockchain applications in the near future, we conducted a quantitative survey.

The research model that has been used, was chosen among several theoretical
technology acceptance models, and the Unified Theory of Acceptance and Use of
Technology (UTAUT) (Venkatesh et al., 2003) was identified as the most suitable
because it is a synthesis of eight acceptance models. These include: TAM (Dauvis,
1989); theory of reasoned action (TRA) (Fishbein & Ajzen, 1975); motivational model
(MM) (Davis, Bagozzi, & Warshaw, 1992); theory of planned behavior (TPB) (Ajzen,
1991); combined TAM and TPB (C-TAM-TPB) (Taylor & Todd, 1995), model of PC
utilization (MPCU) (Thompson, Higgins, & Howell, 1991); innovation diffusion
theory (IDT) (Moore & Benbasat, 1991); and social cognitive theory (SCT) (Compeau
& Higgins, 1995).

An empirical testing by Venkatesh et al. (2003) determined that the UTAUT explained
nearly 70 percent of the variance in usage intention, which was a significant

improvement over any of the eight individual models evaluated.
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5.1 Research Model

Drawing on the literature on UTAUT and its modifications, blockchain, maritime

industry and the network theory, the model of Fig. 6 is presented to understand the
willingness of blockchain adoption in the shipping industry field

Upon review, the following constructs were identified as predictors of behavioral
intention and behavioral expectation (derived and adopted from the literature on
UTAUT and networks theory)

> Social influence

» Performance expectancy
» Facilitating conditions
» Effort expectancy

In the designed model

the constructs “Facilitating conditions

itions” and “Effort
expectancy” were excluded, as the technology is still new, has not yet used by the
Hellenic shipping industry and the received answers would be unreliable

Also, the Blockchains

transparency and trust among the Maritime’s industry
stakeholders, was chosen as an additional construct based on modifications of UTAUT

model. Cullen et al. (2000) proposed that the relationship of mutual trust and

commitment between organizations is essential for organizations to voluntarily share

confidential information and knowledge and Nir et al. (2011) have proved that Inter-
organizational trust has positive influence on inter-organizational knowledge sharing
and collaboration. Blockchain, as described above, reinforces the trust between the

related parties. Therefore, it has been decided to be measured as an additional construct
in order to predict the behavioral intention and behavioral expectation
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Figure 6 : Research Model
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5.2 Development of Hypotheses

In this subsection, the selected constructs will be analyzed and the proposed

hypotheses will be presented.

Performance expectancy (PEXP)

Performance expectancy (PEXP) is defined as “the degree to which an individual
believes that using the system will help him or her to attain gains in job performance”
(Venkatesh et al., 2003, p. 447). In this thesis, performance expectancy refers to the
degree to which an employee in shipping industry perceives that using the blockchain
applications will improve their productivity and performance (Queiroza & Wambab
2019). The blockchain applications can upgrade the efficiency and the quality of the
provided services and they have raised expectations by improving the old fashioned
processes of the shipping industry. Additionally, blockchain will minimize process
complexity and uncertainty, especially with operations based on smart contracts (Kim
& Laskowski, 2017). Alalwan, Dwivedi, & Rana (2017) have reported that the
intention of employees to use and adopt a technology depends significantly on

performance expectancy. Therefore, the following hypothesis is proposed:

H1. Performance expectancy positively affects the behavioral intention to adopt
blockchain.

Social influence (SINF)

Social influence (SINF) is defined as “the degree to which an individual perceives that
important others believe he or she should use the new system” (Venkatesh et al., 2003,
p.451). For the purpose of this thesis, social influence will refer to the extent to which
the employees are willing to adopt new technologies because other enterprises and
organizations have already been using them. In the shipping industry, the

interoperability of the IT systems, combined with the existing inter-firm relationships,
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has an important influence on whether to adopt the blockchain across the network

Hence, the following hypothesis is proposed

H2. Social influence positively affects the behavioral intention to adopt blockchain

Trust of shipping industry stakeholders (BTR)

Trust can be defined as “the willingness of a party to be vulnerable to the actions of
another party based on the expectation that the other will perform a particular action
important to the trustor, irrespective of the ability to monitor or control that other

party” (Mayer, Davis, & Schoorman, 1995, p. 712). Trust is a fundamental aspect of
all businesses. Its influence as a constructor on technology acceptance models is
demonstrated in the literature (Liébana- Cabanillas et al., 2017; Lin, 2011; Riffai et al
2012; Wu et al., 2011). On the other hand, the shipping industry is characterized by
multiple and complex relationships, and as a result, cooperation needs trust in order to
work effectively and smoothly. Unfortunately, the shipping industry network lacks
transparency among the members, because most of the interested parties have never
met or know each other. An efficient solution would be the use of Blockchain
technologies, as they can minimize uncertainty and empower transparency throughout
the entire industry. This is accomplished by the fact that Blockchain is a shared

distributed ledger used in a network or ecosystem to record and verify transactions by
a mechanism (consensus) that creates trust in the network. Therefore, the following
hypothesis are proposed

H3. Trust between Maritime’s industry stakeholders positively affects behavioral
intention to adopt blockchain

Blockchain Functional Benefits (BFB)

The Blockchain Functional benefits or Net Benefits are defined as “the effect of an

information system (IS) has on an individual which is often measured in terms of
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organizational performance, perceived usefulness, and effect on work practices” in
accordance with Petter and McLean (2009, p.161), or “the extent to which IS are
contributing to the success of individuals. For example, improved decision—making,
improved productivity, increased sales, market efficiency, customer welfare, creations
of jobs, and economic development” in accordance with Petter et al. (2008, p.239).
These two empirical studies combined with the updated DeLone and McLean IS model
(2003), define a relationship between net benefits and Intention to Use or Behavioral
Intention. On the other hand, an Information System based on Blockchain technology
has some benefits to add to the existing procedures in the maritime industry. Therefore,

the following hypothesis is proposed:

H4. Blockchain Functional benefits positively affect behavioral intention for

blockchain adoption.

Behavioral intention and expectation (BINT & BEXP)

Behavioral intention (BINT) is defined “as the degree to which a person has
formulated conscious plans to perform or not perform some specified future behavior
(Warshaw & Davis, 1985, p. 214). On the other hand, behavioral expectation (BEXP),
is defined “as the employee’s evaluation of the probability to perform a particular
behavior associated with the use of a technology in the future”. Consistent with
Venkatesh, “Behavioral expectation, reflects the strength of the focal behavioral
intention over other (competing) behavioral intentions” (Venkatesh et al., 2008, p.

486). Consequently, the following hypothesis is proposed:

H5. Behavioral intention positively affects behavioral expectation for blockchain

adoption.
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5.3 Methodology

5.3.1 Questionnaire

An English questionnaire was created and reviewed for content validity by a group of
university staff. The questionnaire was pilot tested by a group of 5 scholars and
professionals involved in the shipping industry and IT, but they were not included in
the main survey. After some corrections, the final questionnaire with a cover letter
explaining the overall objectives of the survey was sent by email to the respondents.
The Appendix A shows the constructs and their definitions as well as the literature on
which the questions were based. The questionnaire contained a total of 30 questions
(7 for constructing the demographic profile of the responders and 23 for measuring the
selected constructs). All constructs were measured by a 7-point Likert scale (strongly
disagree — strongly agree) (Akter, Fosso Wamba, & Dewan, 2017).

5.3.2 Sampling Design and Data Collection

The study’s target sample was composed of maritime port corporations, shipping
companies, shipping agencies, and shipping forwarders engaged in maritime shipping

operations in Greece.

In accordance with www.greekshipping.gr, which is an unrivaled maritime database
with detailed information and search capabilities, in March 2020, 772 shipping
companies are registered in Greece. From these companies, we selected only those
which have more than three ships and also we excluded the companies that possess
passenger ships and tug boats. This exclusion was decided because shipping
companies with less than three ships, are not probably stable and permanent in the
shipping sector. In addition, the passenger and tug boat enterprises are not predicted
to use blockchain in their operations and if they do so, they will use it when it becomes
the only way to transact with their customers. On this bases, the number of the Hellenic

shipping companies has been narrowed down to 368.
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Additionally, the questionnaire was sent to officials from the port authorities of
Piraeus, Thessaloniki, and Igoumenitsa as well as to five ship agents and two major
freight forwarders. Finally, the questionnaire was distributed to a sample of 378
people. At the end of the survey, 63 answered questionnaires were collected, but only
57 were considered to have been appropriately filled out and therefore suitable for

supplementary analysis (response rate of 15.07%).

5.4 Data Analysis

The data analysis has been conducted with the use of IBM SPSS Statistics v.21
software, in order to analyze the proposed model. The results are presented below,

together with the measurement model.

5.4.1 Descriptive Analysis

Table 6 shows the respondents’ demographic profile. The percentage of males and
females respondents was 82.5 and 17.5 %, respectively. This was predictable as the
maritime industry in Greece is a traditionally male-dominated sector. In terms of age,
most respondents were between 42 and 49 years old (33.3 percent). Considering the
education level, 59.6 percent of the respondents hold a postgraduate degree, whereas
26.3 percent hold a bachelor’s degree. Descriptive statistics also indicate that 50.9
percent of the respondents have been working in an organization for at least 6 years,
followed by those (38.6 percent) with 2-5 years’ experience. The majority of the
respondents belong to shipping companies’ (82.5 percent), which have 21-50 ships
(41.3 percent) and more than 50 ships 21.7 percent. Additionally, another very
important fact which has been noticed is that 42.2 percent of the respondents belong
to C-Level or they are Directors/Managers/Supervisors. They belong to the decision-
making group and they have the higher influence in the strategic decision process

relating to blockchain technology adoption.
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Table 6: Demographic profile (n=57)

Frequency %
Gender
Male 47 82.5
Female 10 17.5
Age
18-25 4 7
26-33 16 28.1
34-41 12 211
42-49 19 333
50+ 6 10.5
Highest educational level
No formal education 0 0
Primary 0 0
Secondary 2 35
Diploma/polytechnic 6 10.5
Bachelor’s degree 15 26.3
Postgraduate degree (Master/Ph.D.) 34 59.6
Number of years working in the organization
Less than one year 6 10.5
2-5 years 22 38.6
6-10 years 11 19.3
11-15 years 7 12.3
16-20 years 7 12.3
Over 20 years 4 7
Industry / Field
Shipping company 47 825
Port 3 5.3
Ship agent 5 8.8
Logistics/Freight Forwarder 2 3.6
Seniority
C-Level 4 7.1
Manager/Supervisor/Director 20 35.1
Operator 33 57.8
No of ships (for the S.C.)
3-5 ships 3 6.5
6-20 ships 19 41.3
21-50 ships 14 304
More than 50 ships 10 21.7
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Willingness of the Hellenic shipping industry to adopt Blockchain

Introduction

By analyzing the Mean, Median and Skewness of BEXP, we will answer the first part

of our RQ2, which is “How likely is for the blockchain technology to be adopted

by the Hellenic shipping industry actors”. The range of our constructs is from 1 to

7, so Means over 3.5 show a positive intention to adopt blockchain. Also a negative

value of Skewness shows that more answers are distributed in the range of “Somewhat

agree” to “Strongly agree”.

Results

Table 7 shows the values of Mean, Median and Skewness of BEXP.

Table 7: BEXP Mean, Median and Skewness

Statistic

Std. Error

Mean

95% Confidence Interval for Mean

5% Trimmed Mean
Median
Variance
BEHAVIORAL EXPECTATION
Std. Deviation
Minimum
Maximum

Range

Skewness

Lower Bound

Upper Bound

4.2807

3.8744

4.6870

4.3239

4.3333

2.344

1.53114

1.00

7.00

6.00

-.500

.20281

.316

Behavioral Expectation (BEXP) has a Mean=4.2807 which is greater than 3.5
Median=4.3333 and Skewness=-0.500. These values are clearly verify that the
Hellenic shipping industry has the intention to adopt blockchain technology.
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5.4.2 Measurement Model

Our model was developed based on the prior literature and mainly on the Unified
Theory of Acceptance and Use of Technology (Venkatesh et al., 2003). The constructs
and its indicators were chosen from prior researches and they are suitable for
explaining technology adoption. The three indicators related to BTR were chosen
according to the literature on the supply chain, which includes the ocean transportation
of goods. The indicators show the level of trust among shipping industry members
when they make blockchain-enabled transactions. The four indicators related to PEXP
contribute to measure the professional’s expectancy in relation to their job
improvement. The five BFB indicators are associated with the effect of an information
system (IS) on an individual which is often measured in terms of organizational
performance, perceived usefulness, and effect on work practices. The BINT has four
indicators and reflects the intention to use blockchain in a short time. As for the BEXP,
it also has three indicators and reflects both internal and external factors in predicting

behavior.

Table 8 shows the outer loadings. It clearly appears that all have a value higher than
the threshold value of 0.7 (Hair et al., 2017), except BFB 4, BFB 5, SINF 3 and BTR3.

Table 8: Outer Loadings

CONSTRUCT ITEM LOADINGS

BFB BFB1 0.807
BFB2 0.738

BFB3 0.810

BFB4 0.649

BFB5 0.628

SINF SINF1 0.788
SINF2 0.750

SINF3 0.687

SINF4 0.750

BTR BTRI 0.894
BTR2 0.879

BTR3 0.520

PEXP PEXP1 0.810
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PEXP2 0.790

PEXP3 0.840

PEXP4 0.706

BINT BINT1 0.959

BINT2 0.937

BINT3 0.913

BINT4 0.712

BEXP BEXP1 0.871

BEXP2 0.899

BEXP3 0.808

Shapiro-Wilk Test (Normality test)

Results

Shapiro-Wilk tests were conducted in order to determine whether the
distributions of PEXP, BINT, SINF, BEXP, BFB, and TRUST were significantly
different from a normal distribution. The following variables had distributions which
significantly differed from normality based on an alpha of 0.05: PEXP (W =0.88, p <
.001), SINF (W =0.90, p <.001), BEXP (W =0.95, p =.017), and BFB (W = 0.84, p <
.001). The following variables had distributions which did not significantly differ from
normality based on an alpha of 0.05: BINT (W= 0.98, p = .435) and TRUST (W =

0.97, p = .149). Due to the non-normal distribution of the structures, nonparametric

statistic tests are going to be used for the rest of the analysis.

Table 9: Shapiro-Wilk Test Results

Variable
PEXP
BINT
SINF
BEXP
BFB
TRUST

——
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0.95
0.84
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Reliability

Introduction

A Cronbach alpha coefficient was calculated for:

The BFB scale, consisting of BBF1, BBF2, BBF3, BBF4, and BBF5
The SINF scale, consisting of SINF1, SINF2, SINF3, and SINF4
The BTR scale, consisting of BTR1, BTR2, and BTR3

The PEXP scale, consisting of PEXP1, PEXP2, PEXP3, and PEXP4
The BINT scale, consisting of BINT1, BINT2, BINT3, and BINT4
The BEXP scale, consisting of BEXP1, BEXP3, and BEXP2

YV V V V V V¥V

The Cronbach's alpha coefficient was evaluated using the guidelines suggested by
George and Mallery (2016) where > .9 excellent, > .8 good, > .7 acceptable, > .6

questionable, > .5 poor, and < .5 unacceptable.
Results

The items for BFB, SINF, PEXP, and BEXP had a Cronbach'’s alpha coefficient
of 0.90, 0.90, 0.91, and 0.92 respectively, and indicating excellent reliability. The
items for BTR and BINT had a Cronbach's alpha coefficient of 0.80 and 0.88

respectively, indicating good reliability. Table 10 presents the results of the reliability

analysis.
Table 10: Reliability Table
Scale No. of Items o Lower Bound Upper Bound
BFB 5 090 0.85 0.94
SINF 4 0.90 0.86 0.95
BTR 3 080 0.70 0.90
PEXP 4 091 0.86 0.95
BINT 4 088 0.83 0.93
BEXP 3 092 0.88 0.96

Note. The lower and upper bounds of Cronbach's a were calculated using a 95.00%
confidence interval.
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5.4.3 Hypotheses Testing

A Spearman correlation analysis was conducted to test the hypotheses.
Spearman Correlation Analysis

Introduction

A Spearman correlation analysis was conducted between PEXP, BTRU, SINF,
BFB and BINT and between BINT and BEXP. Cohen's standard was used to evaluate
the strength of the relationship, where coefficients between .10 and .29 represent a
small effect size, coefficients between .30 and .49 represent a moderate effect size, and

coefficients above .50 indicate a large effect size (Cohen, 1988).
Assumptions

Monotonic Relationship. A Spearman correlation requires that the
relationship between each pair of variables does not change direction (Conover &
Iman, 1981). This assumption is violated if the points on the scatterplot between any
pair of variables appear to shift from a positive to negative or negative to positive
relationship. Figure 7 presents the scatterplots of the correlations. A regression line

has been added to assist the interpretation.
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Figure 7: Scatterplots between each variable with the Regression Line Added

Results
The correlations were examined based on an alpha value of 0.05.

A significant positive correlation was observed between PEXP and BINT (H1) (rs
= 0.55, p < .001). The correlation coefficient between PEXP and BINT was 0.55,

indicating a large effect size.

A significant positive correlation was observed between SINF and BINT (H2) (r,

= 0.43, p < .001). The correlation coefficient between SINF and BINT was 0.43,
indicating a moderate effect size. This correlation indicates that as SINF increases,

BINT tends to increase.

71

——
| —



ITANEIIIXTHMIO ITANEIIIXTHMIO
AYTIKHX ATTIKHX & AITAIOY
Tpnpoe Myyavixov Bropnyavixng Tpapoe Noavtidiog xot

Xyediaong xat Iagaymwyng Enmiysionpoatixwy Ynnoesotmy

A significant positive correlation was observed between BTR and BINT (H3) (r, =

0.31, p = .003). The correlation coefficient between BTR and BINT was 0.31,
indicating a moderate effect size. This correlation indicates that as BTR increases,

BINT tends to increase.

A significant positive correlation was observed between BFB and BINT (H4) (r, =

0.41, p = .002). The correlation coefficient between BFB and BINT was 0.41,
indicating a moderate effect size. This correlation indicates that as BFB increases,
BINT tends to increase.

A significant positive correlation was observed between BINT and BEXP (H5) (r,

= 0.50, p < .001). The correlation coefficient between BINT and BEXP was 0.50,
indicating a moderate effect size. This correlation indicates that as BINT increases,

BEXP tends to increase. Table 11 presents the results of the correlation.

Table 11: Spearman Correlation Results

Combination rs Lower Upper p
H1:  PEXP-BINT 0.55 0.33 0.71 <.001
H2:  SINF-BINT 0.43 0.19 0.62 <.001
H3: BTR-BINT 0.31 0.05 0.53 .003
H4:  BFB-BINT 0.41 0.17 0.61 .002
H5:  BINT-BEXP 0.50 0.27 0.67 <.001

Note. The confidence intervals were computed using o = 0.05; n = 57

Linear Regression Analysis

Introduction

A linear regression analysis was conducted to assess whether BFB, BTR,

PEXP, BINT, and SINF significantly predicted BEXP. The 'Enter’ variable selection
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method was chosen for the linear regression model, which includes all of the selected

predictors.
Assumptions

Normality. The assumption of normality was assessed by plotting the quantiles
of the model residuals against the quantiles of a Chi-square distribution, also called a
Q-Q scatterplot (DeCarlo, 1997). For the assumption of normality to be met, the
quantiles of the residuals must not strongly deviate from the theoretical quantiles.
Strong deviations could indicate that the parameter estimates are unreliable. Figure 8

presents a Q-Q scatterplot of the model residuals.

Sample Quantiles

Theoretical Quantiles

Figure 8: Q-Q scatterplot for normality of the residuals for the regression model.
Homoscedasticity. Homoscedasticity was evaluated by plotting the residuals against
the predicted values (Bates et al., 2014; Field, 2013; Osborne & Walters, 2002). The

assumption of homoscedasticity is met if the points appear randomly distributed with
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a mean of zero and no apparent curvature. Figure 9 presents a scatterplot of predicted

values and model residuals.
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Figure 9: Residuals scatterplot testing homoscedasticity

Multicollinearity. Variance Inflation Factors (VIFs) were calculated to detect the
presence of multicollinearity between predictors. High VIFs indicate increased effects
of multicollinearity in the model. VIFs greater than 5 are cause for concern, whereas
VIFs of 10 should be considered the maximum upper limit (Menard, 2009). All
predictors in the regression model have VIFs less than 10. Table 12 presents the VIF

for each predictor in the model.

Table 12: Variance Inflation Factors for BFB, BTR, PEXP, BINT, and SINF

Variable VIF

BFB 3.07

BTR 1.39

PEXP 3.81

BINT 1.60

SINF 2.64
(7))
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Outliers. To identify influential points, Studentized residuals were calculated and the
absolute values were plotted against the observation numbers (Field, 2013; Stevens,
2009). Studentized residuals are calculated by dividing the model residuals by the
estimated residual standard deviation. An observation with a Studentized residual
greater than 3.24 in absolute value, the 0.999 quartile of a t distribution with 56 degrees
of freedom, was considered to have significant influence on the results of the model.
Figure 10 presents the Studentized residuals plot of the observations. Observation

numbers are specified next to each point with a Studentized residual greater than 3.24.
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Figure 10: Studentized residuals plot for outlier detection
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Results

The results of the linear regression model were significant, F(5,51) = 5.26, p < .001,
R? = 0.34, indicating that approximately 34% of the variance in BEXP is explainable
by BFB, BTR, PEXP, BINT, and SINF. BFB did not significantly predict BEXP, B =
-0.24, t(51) = -1.03, p = .310. Based on this sample, a one-unit increase in BFB does
not have a significant effect on BEXP. BTR significantly predicted BEXP, B = -0.63,
t(51) =-2.39, p = .020. This indicates that on average, a one-unit increase of BTR will
decrease the value of BEXP by 0.63 units. PEXP did not significantly predict BEXP,
B = 0.51, t(51) = 1.82, p = .075. Based on this sample, a one-unit increase in PEXP
does not have a significant effect on BEXP. BINT significantly predicted BEXP, B =
0.37,t(51) = 2.35, p = .023. This indicates that on average, a one-unit increase of BINT
will increase the value of BEXP by 0.37 units. SINF did not significantly predict
BEXP, B = 0.20, t(51) = 0.88, p = .382. Based on this sample, a one-unit increase in
SINF does not have a significant effect on BEXP. Table 13 summarizes the results of

the regression model.

Table 13: Results for Linear Regression with BFB, BTR, PEXP, BINT, and SINF predicting BEXP

Variable B SE Cl B t p
(Intercept) 387 124 [1.38, 6.37] 0.00 311  .003
BFB -0.24  0.24 [-0.72,0.23] -0.20 -1.03 310
BTR -0.63  0.26 [-1.16, -0.10] -0.32 -2.39  .020
PEXP 051 0.28 [-0.05, 1.07] 0.40 1.82  .075
BINT 037 0.16 [0.05, 0.69] 0.34 235 .023
SINF 020 0.22 [-0.25, 0.65] 0.16 0.88  .382
Note. Cl is at the 95% confidence level. Results: F(5,51) = 5.26, p < .001, R = 0.34

Unstandardized Regression Equation:

BEXP =3.87 - 0.24*BFB - 0.63* BTR + 0.51*PEXP + 0.37*BINT + 0.20*SINF
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5.5 Discussion

Based on theories concerning technology acceptance models, with special focus on
UTAUT (Venkatesh et al., 2003), a theoretical research model was developed and
proposed to help understand the individual behavior on blockchain adoption and use
in the Hellenic maritime industry. Prior literature does not include outstanding research
on blockchain adoption from the Hellenic maritime industry using the UTAUT model
or its variation on blockchain adoption. This is why our model presents new constructs
that may help to predict behavioral intention and behavioral expectation. Thus, we
incorporated BTRU as a predictor of BINT (H3), and BFB as a predictor of BINT
(H4).

In line with the prior literature, PEXP (H1), SINF (H2), BTR (H3) and BFB (H4) had
a significant positive correlation with BINT (Venkatesh et al., 2003, Liébana-
Cabanillas et al., 2017; Lin, 2011; Riffai et al., 2012; Wu et al., 2011, DeLone &
McLean, 2003), and BINT (H5) had a significant positive correlation with BEXP
(Venkatesh et al., 2003).

Surprisingly, the Linear Regression Analysis indicated that BTR and BFB have a
negative influence on BEXP. These non-predicted negative effects on adoption
behavior can be explained by the fact that the responders do not have practical
experience on the blockchain technology and they cannot estimate the benefits that

they will gain from its usage.

The value of R? accounted in BEXP (34%) seems to be low. R? is typically higher,
because it is easier to specify complete, well-specified models. But in the social
sciences, where it is hard to specify such modes, low R? values are often expected.
Studies that attempt to predict human behavior generally have R-squared values less
than 50% because people are hard to predict (Frost J., n.d.). Also, the exclusion of two
basic constructs of the UTAUT model (Facilitating conditions and Effort expectancy)

may cause a lower R? value.

The results bring valuable contributions to the theory and for practice. The proposed

model showed relationships with strong coefficients and although the adoption of
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blockchain in the maritime industry is quite recent, the shipping companies' managers
which will involve in blockchain adoption projects, would be benefited from the

offered findings.

In conclusion, the Hellenic Shipping Industry is willing to adopt the blockchain
technology and Performance Expectancy, Social Influence, Trust and Blockchain
Functional Benefits have a significant positive correlation with Behavioral Intention
and Behavioral Intention has a significant positive correlation with the intention of the

Hellenic’s shipping industry stakeholders to adopt and use this new.
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6.0 Conclusions

To provide an insight into the research questions, this thesis, through the First Stage,
recognized the shipping industry sectors which can be benefited from the blockchain
implementation. Among them, Bill of Lading seems to be the most difficult case, but
also the most promising. By adopting a blockchain-based platform for BoLs, the
shipping industry will fill a giant gap between todays’ paper-based procedures and the
future digitalized ones. The chartering and brokering sectors, through the
implementation of Smart and Ricardian Contracts, will gain a more efficient,
transparent and cost effective shape, saving valuable time and funds for their users.
Finally, all the sectors which handle documents and crucial characteristics such as
authenticity and uniqueness will play a decisive role, as the implementation of the
blockchain will enable them to eliminate fraud and drastically reduce their operating
costs. Also, they will be able to upgrade the cyber security through the hack-proof
capabilities of a DLT-based application.

At Stage Two, the demonstrated use cases of blockchain-based applications and
platforms, give us a representative example of the new age in shipping industry
transactions. New applications constantly appear and new alliances between shipping
and IT companies are created. This proves the willingness of the shipping industry to
adopt blockchain, in a general digital transformation framework. On the other hand,
the blockchain and the DLTs in general, are still facing many challenges to overcome.
Industry standards and operating regulations must be defined. For those reasons,
governments and international regulators such as IMO must take the lead and steer the
course of the digital evolution. Moreover, the Hellenic shipping industry participants
need to be prepared for the new technology as it is coming and they need to be ready
to be able to take advantage of this game-changing technology. Additionally, more
steps have to be made on the technology development from the Hellenic Institutes and
Universities and include this innovative technology in their curricular in order to

prepare the students and man the IT companies with the appropriate professionals.
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The Hellenic government can be also benefited from this technological revolution. As
mentioned in Chapter 3, a legislative framework is crucial for the appliance of
blockchain technology. Greece, by applying the following steps, combined with the
influence that the Hellenic shipping companies exerts on the global ocean transports,
can become the new global “Shipping Center”. Firstly, it has to apply a framework
based on international legislation like the UNCITRAL Model Law on Electronic
Transferable Records and enact more blockchain-friendly laws. Secondly, a
specialized blockchain shipping court, properly staffed by judges specialized in
maritime law and with the appropriate technological know-how, needs to be created.
The same strategy had been applied by Great Britain, when it enforced the English
Law, using its ‘shipping power” which it had during the 18" and 19" century in the
maritime procedures and establishing London as the shipping center of the non-digital

era.

Finally, at the Third Stage of this thesis, some light was shed on blockchain adoption
behaviour by the Hellenic shipping industry, while taking into account the behaviour
of the adopters from the most influential sectors. By analysing the collected data from
the distributed questionnaire, a willing behaviour to adopt blockchain from the
Hellenic shipping has been proved. Also, the investigation of the constructs
“Performance Expectancy”, “Social Influence”, “Trust” and “Functional Benefits”
have a significant positive correlation with the intention of the Hellenic’s shipping

industry stakeholders to adopt and use this new technology.

This conclusion, combined with the global shipping trend, is very important for the
future strategic planning of the Hellenic shipping industry. In other words, the Hellenic
shipping industry must be aware of the blockchain evolution in order to continue to

play a preponderant and substantial part in the world’s shipping activities.

6.1 Limitations and Future Research

Although this thesis’ objectives were accomplished, several limitations have to be

addressed in future research.
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Firstly, the proposed model considers a limited number of constructs to explain and
predict the blockchain adoption from the Hellenic shipping industry. Future
researchers may consider extending the model by adding constructs, like the Effort
Expectancy (EFEXP) and Facilitating Conditions (FCON).

Secondly, the research can be expanded to a greater sample or for a greater period of

time in order to collect more data from respondents.

Thirdly, it would be interesting to conduct the same survey after presenting and
explaining the blockchain benefits, in front of a high-seniority level audience (CEOs

and General Managers) of the Hellenic shipping industry.

Finally, the fact that the proposed model was tested only in one of the greatest in
shipping industry countries, does not give us the adequate leeway to generalize the
results. Thus, it will open a research avenue that will consist of the application of

comparative blockchain adoption models in other countries.
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Appendix A. Survey instrument
Table 14: Indicators of the Research Model
Construct Cod Indicators Adapted from
Blockchain Functional BFB1 I will use blockchain technology because | believe that it ensures the traceability of the information, and avoid ~ Authors’ proposal based on DeLone and McLean IS
Benefits false claims. model (2003)
(BFB) '
BFB2 | will use blockchain technology because | believe that it will speed up customs clearance and management, in
general, of maritime transport.
BFB3 I will use blockchain technology because | believe that it will digitize and reduce paperwork in the maritime
industry.
BFB4 I will use blockchain technology because I believe that it will reduce the running cost of my enterprise.
BFB5 I will use blockchain technology because | believe that it will eliminate cyber-attacks in essential maritime
activities.
Social Influence (SINF) SINF1  Enterprises who are important to me think that | should use blockchain technologies (Brown et al., 2010; Maruping et al., 2017)
SINF2  Enterprises who influence my behavior think that | should use blockchain technologies Venkatesh et al., 2003, 2012)
SINF3  Other enterprises in the maritime industry use blockchain, so I also intend to use it.
SINF4  Organizations like IMO, P&I Clubs, BIMCO and the UN have supported the use of blockchain technologies, so |
also intend to use them.
Blockchain and trust BTR1 I trust that blockchain protects personal information. (Lee, Kriscenski, Lim , 2019)
(BTR) BTR2 Maritime industry stakeholders can be trusted to carry out blockchain transactions faithfully (Mayer et al., 1995; Svensson, 2001; Whipple et al.,
BTR3 I think | can trust Maritime industry stakeholders more if they use blockchain applications. 2013)
Performance Expectancy PEXP1 I would find blockchain technology useful in my job (Brown et al., 2010; Maruping et al., 2017
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(PEXP) PEXP2  Using blockchain technology will allow me to accomplish tasks more quickly and efficiently. Venkatesh et al., 2003, 2012)
PEXP3  Using blockchain technology increases my productivity.
PEXP4 If I use blockchain technologies, | will increase my chances of getting a raise or a promotion.
Behavioral Intention BINT1 lintend to use blockchain technology in the following months (12 to 24) (Venkatesh et al., 2003, 2012, Brown et al., 2010;
(BINT) BINT2 | predict I would use blockchain technology in the following months (12 to 24) Maruping et al., 2017)
BINT3 I plan to use blockchain technology in the following months (12 to 24)
BINT4 1 am willing to use a demo blockchain application in order to learn the benefits of this new technology.
Behavioral Expectation BEXP1 | expect to use blockchain technology in the following months (more than 24) (Maruping et al., 2017)
(BEXP) BEXP2 | will use blockchain technology in the following months (more than 24)
BEXP3 | am likely to use blockchain technology in the following months(more than 24)
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